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Computer Crime



Virginia State Police

Bureau of Criminal Investigation

High Technology Crimes Division

Special Agent S. Girgente



Strictly Business

• Top Six Business Errors 

1. Check backgrounds

2. Be realistic

3. Protect property

4. Off-site storage

5. Suspect 3rd party sales

6. Research



Strictly Business

• Electronic Financial Attacks

• Vulnerabilities:

• Routers

• Passwords

• Logistics

• IT Staff

• Dedicated equipment



Strictly Business

• Electronic Financial Attacks

• Targeting

• Businesses with 30 -150 employees

• Detailed position listings

• Open ports

• Open wireless network

• Unattended systems



Strictly Business

• Electronic Financial Attacks

• Modis Operandi

• Social engineering

• Malicious attachments

• Malicious web pages

• Something for nothing

• IT dept you never had



Strictly Business

• Electronic Financial Defense

• Steady State

• Firewall w/ permitted list

• Spam Assasin filter

• Snort IDS

• Parental Controls

• Read Only Media



COUNTY

Local

County Citizens

§ 18.2-186.3. Identity theft; penalty; restitution; 

victim assistance. 

A. It shall be unlawful for any person, without the 

authorization or permission of the person or persons who 

are the subjects of the identifying information, with 

the intent to defraud, for his own use or the use of a 

third person, to: 

1. Obtain, record or access identifying information 

which is not available to the general public that would 

assist in accessing financial resources, obtaining 

identification documents, or obtaining benefits of such 

other person; 

C. As used in this section, "identifying information" 

shall include but not be limited to: (i) name; (ii) 

date of birth; (etc.)

Identity Theft

(What it is)



Fraud

Fraud Flags:

• Fraud goal is to obtain money

• Direct:

• The check is for a little 

more

• I’m on my way but I’m stuck 

in Germany

• Send $1200.00 for taxes

• I’ve been hired to kill you

• I’m going to kill this dog

• Indirect:

• Be our U.S. representative

• Verify your PayPal account

Anne Wallace

Sight unseen 1996 

oil on canvas

Private collection

National Gallery of 

Australia



• Never pay advance fees

• Application fee

• Loan fee

• Insurance fee

• Origination / 

processing fee

• No guaranteed awards exist

• Everyone is eligible

• “but some set of 

restrictions always 

applies. No scholarship 

sponsor hands out money 

to students simply for 

breathing.”

• No telephone, no 

physical address – no 

apply

• Unprofessional 

appearance

• Notifications by 

mail, not phone

messe
d

•There is no unclaimed award 

pool

• You must submit paperwork

• No third party submission

• Don’t provide personal 

information online or on phone

- Credit card numbers

- Social security number

- Bank numbers

http://www.finaid.org/








Uniball 207 Pen



Too Much Information

Too Much Information

Too Much Information

Too Much Information

Too Much Information

Too Much Information

Too Much Information

Too Much Information

Too Much Information

Too Much Information

Too Much Information

Too Much Information





Social Engineering



Homeland Security

Officer Fraud

Dunkin Defraudnuts

Off-hook http://www.phonebusters.com



Information
Deception



Information
Deception



Deception





inetnum: 202.96.108.0 - 202.96.108.255

netname: CHINANET-ZJ-JH

descr: CHINANET-ZJ Jinhua node network

descr: Zhejiang Telecom

country: CN

admin-c: CZ4-AP

tech-c: CJ54-AP

status: ALLOCATED NON-PORTABLE

mnt-by: MAINT-CHINANET-ZJ

mnt-lower: MAINT-CN-CHINANET-ZJ-JH

changed: master@dcb.hz.zj.cn 20031205

source: APNIC

Deception



Intrusion





Open network





Preview 

Pane



Set your email client to receive text formatted messages only.



Plastic Theft





Defense



Information

http://www.mcafee.com/


http://www.lavasoft.com

http://www.microsoft.com/athome/security



http://www.clamav.net/binary.html#pagestart



http://www.microsoft.com/security_essentials/





*********

• Good Passwords:

• Eight or more characters 

Mm(%3=1a

• Cannot be found in any language 

dictionary

• Not associated with DOB, pets, 

teams, etc.

• Not written down or shared

• Changed regularly and after 

suspicious activity

PASSWORDS

• Protecting Passwords:

• Be familiar with processes 

running (ctrl-alt-del)

• Be familiar with hardware

• Use anti-spyware & firewall

• Avoid self installation of 

keylogger



Information



Information



Information



Where to Turn?

• Hosted by FBI

• Codifies & 

distributes 

complaints



SEXTING



Recipe:

• One camera phone or webcam

• Record sexually explicit image

• Send sexually explicit image

• You have SEXTING



Equipment:

• Camera-phone

• Digital camera

• Webcam

http://images.google.com/imgres?imgurl=http://3432.voxcdn.com/_images/articles/2009/02/12/22bff2af.jpg&imgrefurl=http://www.barstoolsports.com/randomthoughts/2009/02/12/%3Fcomments%3D11153&usg=__zSUkNtAFLz4RydOESyakMQ8WNkc=&h=1022&w=766&sz=232&hl=en&start=69&tbnid=WtNhSvUay1gE2M:&tbnh=150&tbnw=112&prev=/images%3Fq%3Dsexting%26gbv%3D2%26ndsp%3D20%26hl%3Den%26safe%3Doff%26sa%3DN%26start%3D60


Be alert



Video by Virginia State Police

In conjunction with the

The Department of  General Services

Music by

Elvis Costello

The Who

Special thanks to all the

Crooks, criminals, and conmen who made this production necessary

Cameo appearances by

Sam Spade

Baretta

Steve McGarrett

Charlie Chan

Sherlock Holmes

Joe Friday

Bill Gannon

The Shadow (True identity unknown)

The Green Hornet

Elliott Ness

CSI Miami Team

salvatore.girgente@vsp.virginia.gov




